SHEFFIELD AND BALBY AREA MEETING OF THE RELIGIOUS SOCIETY OF FRIENDS (QUAKERS) 

DATA PROTECTION POLICY
INTRODUCTION
“Do you maintain strict integrity in your business transactions and in your relations with individuals and organisations?” Advices and Queries 36.
As Quakers, we seek to be clear and transparent and maintain strict integrity in the work that we do, including our recording and use of personal data. Our members and those who share data with us should be reassured that we will treat their data with respect, ensuring its accuracy, security and use only for the legitimate and clearly specified purposes for which it is needed or provided. This is also a requirement of the UK General Data Protection Regulation (UK GDPR).
The purpose of this policy is ensure that all members of our Area Meeting and others whose data we process understand what this means in practice.

SCOPE
This policy applies to all members, attenders and employees of Sheffield and Balby Area Quaker Meeting of the Religious Society of Friends. This Area Meeting is the charitable organisation furthering the general religious and charitable purposes of the Religious Society of Friends (Quakers) in the Sheffield and Balby area. The Area Meeting covers, supports and works on behalf of members of the following local meetings: Sheffield Central and Sheffield Nether Edge, Balby (Doncaster) and Hope Valley (Derbyshire). The Area Meeting charity number is: 1134536, and the address is: Sheffield and Balby Area Quaker Meeting, Quaker Meeting House, 10 St James Street, Sheffield S1 2EW.

This policy also applies to all those contracted by our Area Meeting or otherwise processing personal information on our behalf.

‘Personal data’ covers any information relating to an identifiable, living person who can be directly or indirectly identified through the data. It includes peoples’ names, physical and email addresses, telephone numbers, as well as other any other personal information including, for example, marital and financial information, and photographs. The policy applies to such personal data held in computer databases, manual filing systems or paper or electronic listings (e.g. of members and attenders) and also covers minutes of meetings and electronic or personnel files for contracted personnel, lettings or other purposes.

Sheffield and Balby Area Quaker Meeting is legally responsible for this personal data and registered with the Information Commissioner’s Office (ICO) as ‘data controller’ for this data, and for determining the purposes and means of processing this data. Our registration number is Z3210193.

PURPOSES OF DATA COLLECTION

We collect data from our members, attenders and employees to carry out necessary administration of our area and local meetings on the legal basis of the ‘Legitimate Interests’ of our meetings.  This includes membership and nominations administration, pastoral care through eldership and oversight, fundraising and processing of donations, and for contacting people as needed for the efficient operation of our meetings. For children this requires authorisation by a parent or guardian.

As part of the ‘Legitimate Interests’ of our meetings, a permanent register of members and attenders, with basic membership information and contact information, is created regularly by each meeting and archived for permanent preservation.  (This is separate from the more widely distributed membership lists requiring the member’s permission.)

Our Area Meeting puts together lists of members and attenders that are made available to all members and attenders on that list within the Area Meeting.  This list is also sent to Quakers in Yorkshire for their biennial listing on the same basis.  Members and attenders are asked to consent to have their names and their contact details shared through these lists.  Members, attenders and other interested persons can also request to receive copies of our newsletters and give consent for their details to be used for this purpose. Sheffield Central Meeting library holds contact information for those who use the library, and they are deemed to have consented to that information being used for the purposes of library contact by giving that information.
If we need to obtain other information or use the data for other purposes those concerned will be informed and asked for consent beforehand.
PROCESSING PERSONAL DATA

We collect personal data in the legitimate interests of supporting our work, and for some types of data collection for the performance of a contract. We will ask for consent for data processing wherever this is not part of our necessary legitimate interests or required for contractual or other legal reasons that do not require consent. When we ask for personal data we will inform the persons concerned of how we intend to hold and use it and what measures we will take to ensure its security.

The personal data that we process in accordance with our legitimate interests or contractual and legal obligations will be kept to the minimum required for these purposes and handled only by our relevant role- holders.
Apart from archived material, personal data will be kept only for as long as it remains correct and necessary to achieve these purposes, or until the person asks us to no longer keep it.

Personal data, minutes and other documents of record will be archived securely for historical and research purposes but will not be used in connection with decisions affecting particular individuals or in a way that is likely to cause breach of privacy, damage or distress.

When we ask for personal data for other purposes, we will outline how we will use and manage it and, where appropriate, ask for the individual’s consent to do so on this basis.

When sending emails to a number of people we will use blind-copy procedures to prevent email addresses being circulated to other recipients. No personal information will be visible on mailings with mechanisms such as Google Groups.

We will not pass personal data to other organisations, except on the legal bases described above, or for other legally required reasons sanctioned under UK GDPR such as for people’s protection or police investigations.
We will not use or allow third parties, including Quakers in Yorkshire, to process data without taking reasonable steps to ensure they comply with this policy. Where any third party data processor is used to store personal data a data processing agreement must be made and the terms and conditions must include data protection terms as required in this policy. 

We will never sell personal data to third parties or allow it to be used other than in accordance with this policy.
The full details of how we process personal data is set out in our privacy notice which can be accessed on our website https://sheffieldandbalbyquakers.org.uk/data-protection/ 
SECURITY

Personal data will be held by role holders in electronic and paper form as appropriate, only for as long as necessary and with appropriate password or other security measures and protected against misuse. 
Except for securely archiving of personal data, minutes and other documents, we will not keep information for longer than necessary to fulfil the uses set out above. For example, once information on individuals’ annual contributions have been used to collect gift aid and produce annual reports, the means of personally identifying the sources of the financial data will be destroyed. Data in paper form will be held securely in locked rooms, drawers and cabinets, and will be shredded when no longer needed including old copies of members and attenders lists (apart from one archived copy of each).

DATA SUBJECT RIGHTS

Data subjects have the following rights: 

· Right to be informed  

· Right of access  

· Right to rectification  

· Right to erasure  

· Right to restrict processing  

· Right to data portability  

· Right to object  

· Rights related to automated decision making  

Some of these rights are only applicable in certain circumstances. 

Anyone wishing to make a subject access request to view their personal data held by the Area Meeting can do so through the ‘Contact us’ form on our website: https://sheffieldandbalbyquakers.org.uk/contact-us/ or by post using our registered address (see SCOPE above) and addressing the request to the Data Protection Coordinator.

Anyone wishing to withdraw permission for use of their data or to update the data held on them by the Area Meeting can do so using the same means of contact.

The same means of contact can be used for anyone having any queries about this policy.
In the case of emailed copies of newsletters and other circulated material on Quaker issues, those no longer wishing to receive these can at any time use the unsubscribe response on the email where this exists, or inform the sender accordingly.

PROCESS FOR HANDLING CONSENT FORMS
We ask all members and attenders to complete the current consent form. An attender is defined for the purposes of this policy as a person who attends meeting for worship and perhaps participates in other aspects of the life of a Meeting and wishes to be included on lists of members and attenders and/or receive Quaker communications; it does not include occasional visitors. New members and attenders will be invited to do this by relevant role-holders in each Meeting. Members and attenders are encouraged to promptly update the information by contacting the membership list compiler whenever there are changes in their information

A form can also be completed listing each child of a member or attender aged under 13 against the signature of a parent or guardian. 
Everyone whose data we collect through this form or otherwise can access the privacy notice to know what data we collect and why we collect it, see their rights to check and be able to update the data we have on them.

The consent form provides the following options:
· To decide what, if any, of their personal data to put on the issued lists of members and attenders;
· For parents/guardians, to decide on the options they want to apply for their children.
The Area Meeting Data Protection Coordinator (DPC) will ensure that an up to date privacy notice is available via the Area Meeting website and that the clerk of each local meeting has a copy of this and the data consent form. The designated person(s) for each local meeting will arrange for the forms to be printed or made available in electronic form, completed by all members and attenders in that meeting and used to update and correct as necessary the local meeting membership lists. The designated person will also regularly update the Area Meeting List Secretary with any changes in contact data and option requests.

The completed consent forms will be sent to the Area Meeting List Secretary to be checked and stored electronically and in paper form.

RISK ANALYSIS AND ACTION ON ANY SECURITY BREACH

The risk matrix in the attached annex shows our assessment of our key data security risks and how we are protecting ourselves against a security breach.

If, despite precautions, a security breach does occur, then the following will apply.
1. Immediately anyone is aware of a security breach, whether or not it is serious, it must be reported to at least one of the following, with details, who would then inform the other two: the relevant Local Meeting Clerk or co-clerks, the DPC, and the Clerk of Trustees.

2. The DPC, or Clerk of Trustees in the DPC’s absence, should obtain advice on the seriousness of the leak in terms of likely damage to individuals.

3. If not deemed to be sufficiently serious to be of likely detriment to any individuals, then this will be recorded by the DPC, and notified to and minuted by Trustees at the time of the annual report.

4. If it is serious, the ICO will be notified within 72 hours of the breach along with any individuals placed in jeopardy by the leak. An investigation will be undertaken, with recommended action on the breach and steps to be put in place to avoid a future breach. The outcome will be sent to the ICO and to the affected individuals.

MONITORING COMPLIANCE WITH THE  POLICY
Our local meeting clerks will complete the annual monitoring form on policy implementation, which will be sent to them each year by the DPC. The completed form will be returned to the DPC who will compile a statement for the Area Meeting Trustees.

UPDATING THE POLICY

Trustees and the DPC will review and update this policy and annexes every three years, or more often if required if legislation or best practice change.
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ANNEXE: DATA PROTECTION RISK ANALYSIS
	Risk
	Impact
	Severity
	Likelihood
	Mitigation

	Making public or passing to an unauthorised third party the bank details or other ﬁnancial details of a member of attender
	Data used towards identity theft
	High
	Low
	Details held only by Treasurers, kept on secure, password- protected computers and/or in locked cupboard or filing cabinet

	Accidentally or deliberately leaking sensitive data
	Data accessed for targeted/fraudulent emails or phone calls
	High
	Low
	Details held only by relevant post-holder(s), kept on secure, password-protected computers and/or in locked cupboard or filing cabinet

	Loss of a someone’s data
	Problems in having to request the information again.

Individual’s loss of trust in and support for Quakers.
	Medium
	Medium
	Data held by meetings as well as by the AM List Secretary, stored on password protected computers and/or in locked cupboard or filing cabinet

	Member uses the data for personal or business purposes
	Breaking the law by being contrary to the GDPR. Reputational damage.
	High
	Medium
	Ensuring all members and attenders understand that this is against Data Protection Policy and Privacy Notice

	Contractual information leaked to a third party
	Data used inappropriately and in a way that is not authorised. Individual’s loss of trust in and support for Quakers. Possible complaint or claim.
	High
	Low
	Details held only by relevant post-holder(s), kept on secure, password-protected computers and/or in locked cupboard or filing cabinet

	Poor implementation of data protection policy
	Data not held securely, allowed to pass to unauthorised individuals, data consent forms not fully issued, collected or stored
	Medium
	High
	Annual monitoring. Training and support offered to those holding and requesting data.



